How to be

21 CFR Part 11 FDA Compliant
with an LMS solution

Can a learning management
system (LMS) software provider
offer a 21 CFR Part 11 FDA
compliant “solution”?
It is not possible for any vendor to oﬀer a
turnkey 21 CFR “Part 11 compliant system.” Any
vendor who makes such a claim is incorrect.
Part 11 requires that both procedural controls
(i.e. notiﬁcation, training, SOPs, administration),
and administrative controls are put in place
by the user, in addition to the technical controls
that the vendor can oﬀer. At best, the vendor
can oﬀer an application containing the technical
requirements of a compliant system.

It is not possible for any
vendor to offer a turnkey
solution.

Prior to 1997 companies had
to maintain quality
documents on paper.

The history of 21 CFR Part 11
digital compliance started in
1997.
Title 21 CFR Part 11 of the Code of Federal
Regulations set forth the FDA requirements for
the FDA to consider electronic records and
electronic signatures trustworthy, reliable, and
legal equivalents to paper records and
handwritten signatures.
Prior to 1997, companies had to maintain all
quality documents required by predicate rules
on paper, to comply with Federal regulations.
However with the signing of Title 21 CFR Part 11
of the Code of Federal Regulations, companies
were given an opportunity to reduce this
burden, and to automate their record-keeping
processes using paperless systems.

Breaking down 21 CFR Part 11
Compliance

Policy

Compliance with 21 CFR Part 11 requires more
than just producing electronic versions of paper
records. 21 CFR Part 11 requirements can be
classiﬁed into three types: policy, procedural,
and technical.
All three types of regulations rely on each other,
and all must be implemented to have a truly
compliant system. The policy and procedure
regulations provide the foundation for
compliance, and deﬁne both the intent and
criteria for system use.

Technology

Procedure

Policy, technology, and procedure must work
together to ensure 21 CFR Part 11 compliance.

Policy requirements within an organization cover the
company’s interpretation of the regulation.
Pertinent policy
regulations
eSignatures § 11.10 (j), §
11.100 (b), § 11.100 (c) (2)
Statement of Use § 11.100 (c),
§ 11.100 (c) (1)
Validation § 11.10(a)
Record Retention § 11.10 (c)

Section 11.10 (a)

11.100 (c)

The system shall be validated to ensure accuracy,
reliability, consistent intended performance, and
the ability to discern invalid or altered records.

The system owner shall certify to the agency that
the electronic signatures in their system are
intended to be the legally binding equivalent of
traditional handwritten signatures, prior to using
electronic signatures.

Section 11.10 (c)
Written procedures shall be established and
adhered to, to ensure protection of records to
enable their accurate and ready retrieval
throughout the records retention period.

Section 11.10 (j)
Written policies shall be established and adhered
to, which hold individuals accountable and
responsible for actions initiated under their
electronic signatures, in order to deter record
and signature falsiﬁcation.

11.100 (b)
The system owner shall verify the identity of an
individual prior to the establishing,assigning,
certifying or otherwise sanctioning an individual’s
electronic signature, or any element of such
electronic signature.

11.100 (c) (1)
The system owner shall submit this certiﬁcation
in hand-signed paper format the Oﬃce of
Regional Operations (HFC-100), 5600 Fishers
Lane, Rockville, MD 20857.

11.100 (c) (2)
The system owner shall upon agency request,
provide additional certiﬁcation or testimony that
a speciﬁc electronic signature is the legally
binding equivalent of the signer’s handwritten
signature.

Procedural requirements are the standard operating
procedures for a system - the how-to documents.
Pertinent
procedural
regulations
Training § 11.10 (i)
Document Control § 11.10(k) (1)
Change Control § 11.10(k) (2)
System Administration §
11.300 (b)
Loss Management § 11.300 (c)
Periodic Review § 11.300 (e)

Section 11.10 (a)

11.100 (c) (1)

The system shall be validated to ensure accuracy,
reliability, consistent intended performance, and
the ability to discern invalid or altered records.

The system owner shall submit this
certiﬁcation in hand-signed paper
format the Oﬃce of Regional
Operations (HFC-100), 5600 Fishers
Lane, Rockville, MD 20857

Section 11.10 (c)
Written procedures shall be established and
adhered to, to ensure protection of records to
enable their accurate and ready retrieval
throughout the records retention period.

11.100 (b)
The system owner shall verify the identity of an
individual prior to the establishing,assigning,
certifying or otherwise sanctioning an individual’s
electronic signature, or any element of such
electronic signature.

11.100 (c)
The system owner shall certify to the agency that
the electronic signatures in their system are
intended to be the legally binding equivalent of
traditional handwritten signatures, prior to using
electronic signatures.

11.100 (c) (2)
The system owner shall upon agency
request, provide additional
certiﬁcation or testimony that a
speciﬁc electronic signature is the
legally binding equivalent of the
signer’s handwritten signature.

Once the using company has
incorporated regulatory policy
and fully implemented the
required procedural controls, it
can then install and release a
software application to handle
the technical controls.

SyberWorks LMS includes
testing and surveying tools,
extensive reporting, and
administrative functions to
manage and track training
activity and results.

A powerful, scalable web-based learning
management system. SyberWorks LMS tracks,
coordinates, communicates, and reports on
training activity and results. The system also
manages all oﬄine training, education, and
certiﬁcation requirements for companies or
organizations.

Perfect for companies and
organizations in medical,
medical-device, pharmaceutical,
high-process, complextechnology, manufacturing, and
other industries highly-regulated
by the FDA.

Comparison

21 CFR Part 11 System Requirement and SyberWorks Features
Section

Requirement

SyberWorks LMS Feature

11.10 (b)

The system shall generate accurate and complete
copies of records in human readable and electronic
form suitable for inspection, review, and copying.

SyberWorks Learning Management System has a broad range
of standard reports and ability to generate custom reports, in
both printed and downloadable electronic copying formats.

11.10 (d)

The system shall limit access to authorized
individuals.

SyberWorks LMS access is controlled by user id and
password. Access to diﬀerent functions and scope of data
accessed is controlled by Function Permissions to Role and
Function Data Scope tables. These permissions and data
scoping rules may be customized.

11.10 (e)

The system shall employ secure, computergenerated date/time stamped audit trails to
independently record operator entries and actions
that create records, without obscuring previously
recorded information.

SyberWorks Learning Management System database audittrail tables (and Insert, Update, and Delete triggers) exist for
user, course and class data, learning transcript records, job
role, competency, and learning event records.

11.10 (f)

The system shall enforce required steps and events
sequencing, as appropriate (e.g., key steps cannot be
bypassed or similarly compromised).

In an educational setting, sequencing usually means
enforcing desired course prerequisites or eligibility
requirements. In the SyberWorks Learning Management
System it is possible to enforce that lessons of a course be
taken in order, and only after deﬁned prerequisites are met.

Section

Requirement

SyberWorks LMS Feature

11.10 (g)

The system shall ensure that only
authorized individuals can use the
system, electronically sign a record,
access the operations or computer
system input or output device, alter a
record, or perform the operation at hand.

SyberWorks LMS is controlled by user ID and password.
Acess to diﬀerent functions and scope of data accessed is
controlled by Function Permissions to Role and Function
Data Scope tables. These permissions and data scoping
rules may be customized.

11.10 (h)

The system shall determine, as
appropriate, the validity of the source of
data input or operational instruction.

SyberWorks LMS is controlled by user ID and password.
Users may be required to re-input their password before
conﬁrming that they have read and understood a policy
document. Similarly, administrators may be required to reinput their password before entering or editing course
results. Online course results are stored automatically.

11.50 (a) (1),
(2), (3)

The system shall ensure all signed electronic records
contain the printed name of the signer, date/time
signature was executed, and the meaning associated
with the signature (e.g. approval, responsibility,
authorship).

SyberWorks LMS stores the user ID of the signer along with
the date/time that the signature was executed. The meaning
of the signature is contained in the name of the database
ﬁeld used to hold the signature (e.g. AdminCreator,
AdminEditor, Certiﬁer, Approver, etc.).

11.50 (b)

The system shall ensure the three signature
elements (described in the previous requirement) of
a signed electronic record are a part of any human
readable form of the electronic record (e.g.
electronic display or printout).

The three signature iitems are included in all audit trail
reports in the SyberWorks LMS.

Continued on next page

Section

Requirement

SyberWorks LMS Feature

11.70 (a)

The system shall ensure electronic signatures are
linked to their respective electronic records and that
these electronic signatures cannot be excised,
copied, or otherwise transferred to falsify an
electronic record by ordinary means.

The addition of user IDs and date stamps to various records
is done automatically by the SyberWorks LMS, rather than
through any user interface.

11.100 (a)

The system shall ensure that each electronic signature
is unique to one individual and shall not be reused by,
or reassigned to, anyone else.

SyberWorks LMS user IDs in the system apply to one and
only one person. However, it is a procedure to not change
the name and property information associated with a user
ID, other than to correct errors or update information (e.g.
address, phone, etc.), as required. If the user ID itself is
changed, the changes are propagated to all records in the
system with that user ID.

11.200 (a) (1)

The system shall employ at least two distinct
identiﬁcation components such as an identiﬁcation
code and a password.

SyberWorks LMS uses a user ID and a password for access.
As conﬁrmation of data input for SOPs and oﬀ-line course
results, the system can be conﬁgured to require the re-input
of the password.

11.200 (a) (1)
(i)

The system shall require the use of all electronic
signature components for the ﬁrst signing during a
single continuous period of controlled system access.

In the SyberWorks LMS, the ﬁrst “signing” is when the
administrator or other user logs into the system. This
requires a user ID and a password. Alternatively, the system
can use automatic Windows NT authentication to identifty
the user.

Continued on next page

Section

Requirement

SyberWorks LMS Feature

11.200 (a) (1)
(i)

The system shall allow all subsequent signing during
the same continuous period of controlled system
access to use at least one electronic signature
component.

As conﬁrmation of data input for SOPs and oﬀ-line course
results, the system can be conﬁgured to require the re-input
of the password to the SyberWorks LMS.

11.200 (a) (1)
(i)

The system shall ensure users are timed out during
periods of speciﬁc inactivity.

SyberWorks LMS has a conﬁgurable “time-out” period. If
there is no activity for that length of time, the user is logged
oﬀ and must perform a complete login to re-access the
system.

11.200 (a) (1)
(ii)

The system shall require the use of all electronic
signature components for the signings not executed
during a single continuous period of controlled
system access.

In the SyberWorks LMS, a “single continuous period” means
the time between login and logout. The logout would either
be explicit or based on a timeout as described above. In both
cases, a full login is then required, with both user ID and
password.

11.200 (a) (2)

The system shall ensure non-biometric electronic
signatures can only be used by their genuine owner.

SyberWorks LMS requires the use of user ID and password
for identiﬁcation. The implementation of this requirement is
more procedural, in that user IDs and passwords should be
protected and not shared. The password may be conﬁgured
to be of a certain length and format, and to be changed
every nn days. The system does not currently oﬀer biometric
electronic signatures but they may be added on a custom
basis.
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Section

Requirement

SyberWorks LMS Feature

11.200 (a) (3)

The system shall require all attempted uses of an
individual’s electronic signature by anyone other than
its genuine owner to require collaboration of two or
more individuals.

User IDs and passwords should not be shared, and
procedures should be in place to ensure this.

11.300 (a)

The system shall require that each combination of
identiﬁcation code and password is unique, such that
no two individuals have the same combination of
identiﬁcation code and password.

For the SyberWorks LMS, the user ID is a primary key in the
database, and as such, it is impossible to apply it to diﬀerent
users.

11.300 (b)

The system shall require that passwords periodically
be revised.

The SyberWorks LMS can require that passwords be
changed every nn days. An audit trail is also kept of
password changes.

11.300 (d)

The system shall employ transaction safeguards
preventing the unauthorized use of password and/or
identiﬁcation codes.

When a user is deactivated in the system, their user ID and
password no longer function to log on to the SyberWorks
LMS.

11.300 (d)

The system shall detect and report unauthorized use
of password and/or identiﬁcation codes to speciﬁed
units.

The SyberWorks LMS logs the date and time of attempted
logins with user IDs that don’t exist. It also logs when a valid
user ID is accompanied by an incorrect password more than
three times in succession. The system may be conﬁgured to
deactivate such users and send an email message to a
designated administrator.

About SyberWorks
The integrated LMS/DMS for highly regulated industries, SyberWorks has been
delivering tailored-to-ﬁt solutions to medical device, biotechnology, and general
manufacturing clients for over 25 years.

www.syberworks.com
info@syberworks.com
781-891-1999

Disclaimer: While 21 CFR Consulting and SyberWorks have attempted to consider all parts of the Part 11 rule in
developing the LMS Product Suite and the instructions and advice contained in this white paper, the system described
has not been approved or mandated by FDA or any other governmental agency.21 CFR Consulting and SyberWorks
make no claim that following the advice in this white paper will disqualify companies or individuals from FDA
sanctions. Compliance responsibility lies with the using company, not with 21 CFR Consulting or SyberWorks, Inc.

